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BEFORE YOU USE THIS PRODUCT, please read the Software License Agreement below. It tells
you that this software is protected under U.S. copyright law: You may copy it only to make a
backup copy. If more than one person needs to use this program, you must purchase a separate
product for each user. This includes users on a network.

Be sure to fill out and send in the attached registration card. This establishes your warranty start
date and lets us inform you of program upgrades.

90-DAY DISK WARRANTY: To the original purchaser only, Atlantis Software, warrants the
magnetic disk on which the software is recorded to be free from defects in materials and faulty
workmanship for a period of 90 days from the date the software is delivered. If a defect in the disk
should occur during this period, you may return the disk to Atlantis Software, and there is a nominal
charge for disk replacement.

LIMITED WARRANTY AND LIMITATION OF REMEDIES: This program is provided “as is”
without warranty of any kind, either express or implied, including, but not limited to, the implied
warranties of merchantability and fitness for a particular purpose. The original purchaser assumes
the entire risk as to the quality and performance of the program. This warranty gives you specific
legal rights, and you may have other rights.

Your sole and exclusive remedy in the event of a defect is expressly limited to replacement of the
disk as provided above. In no event shall Atlantis Software be liable for any direct, incidental, or
consequential damages, such as, but not limited to, loss of anticipated profits, benefits, use, or data
resulting from the use of the software, or arising out of any breach of any warranty.

Some states and countries do not allow the exclusion of implied warranties, or the limitation or
exclusion of liability for incidental or consequential damages, so the above limitation or exclusions
may not apply to you.

DISCLAIMER: The software and accompanying written materials (including instructions for use
and this document) are provided “as is” without warranty of any kind. Atlantis Software, does not
warrant, guarantee, or make any representations regarding the use, or the results of the use, of the
software or written materials in terms of correctness, accuracy, reliability, correctness, or otherwise.

You assume the entire risk as to the results and performance of the software. If the software or
written material is defective, you and not Atlantis Software, or its dealers, distributors, agents, or
employees, assume the entire cost of all necessary servicing, repair, or correction. Atlantis Software,
nor anyone else involved in the creations, production, or delivery of this product shall be liable for
any direct, indirect, consequential, nor incidental damages (including damages for loss of business
profits, business interruption, loss of business information, and the like) arising out of the use of or
inability to use this products even if Atlantis Software, has been advised of the possibility of such
damages.

This documentation is copyrighted and my not be altered without written consent from Atlantis
Software. Atlantis Software reserves the right to prosecute companies and/or individuals who make,
distribute, or use illegal copies of this software.

TRADEMARKS and COPYRIGHTS:

PageManager is a copyrighted by Atlantis Software.
Windows is a trademark of Microsoft Corporation.
ManageWise is a trademark of the Novell Corporation.

All other trademarks are the property of their respective holders.
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1
Introduction

Thank you for choosing SNMPL.istener v2.0 from Atlantis Software.
SNMPListener is a 32-bit application that runs on Windows NT/2000 and XP.
This product is part of Atlantis Software’s NotificationWorks, which provides a
low cost advanced alarm monitoring and notification utility.

The SNMPL.istener v2.0 will receive and process SNMP traps and forward them
to the NotificationWorks system. The built in MIB compile supports SNMP v1
and v2 compliant MIBs.

MIB is an acronym that means Management Information Base. It is really just a
document written in a specific format that defines the possible alarms (Traps or
Notifications) and/or variables that are supported by a specific device or
software.

SNMP means Simple Network Management Protocol and is a specific network
packet format for sending and receive network management information.

One of the changes from SNMP v1 to v2 is Traps have been renamed to
Notifications

Operation

SNMPListener module requires the Event Manager, which comes with
NotificationWorks. There are two types of modules, Application modules and
Service modules. Service modules are modules that connect to diverse
environments and forwards received messages/alarms to the Event Manager
program. Event Manager will then forward these messages/alarms to the
installed Application modules (like PMPro). Application modules process and
perform an action based on the type of Application module. We have many
Service and Application modules that do many things.

Openview SNMPListener CiscoWorks Others ...
Adapter 2000 Adapter

Service Modules

Event Manager
NotificationWorks's Module Manager

Application Modules

PageManager Pro AlarmVocalizer Pro Others ...
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2
Installation

Preparing for Installation

This user guide assumes you have knowledge of
*  Windows NT, 2000 or XP

System requirements are

*  Windows NT, 2000 or XP
* 800 x 600 minimum desktop size
*  Enable Microsoft’s SNMP service
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SNMPListener v2.0

File Layout

After the installation has been completed, there should be a directory called,
SNMPListener, in your NotificationSuite directory (Due to programming issues
it hasn’t’ been changed to NotificationWorks as of yet), in which, most of the
SNMPListener‘s files will be kept. Here are all the files that are installed or

created at runtime:

File Purpose Location
eventman.ini NotificationWorks settings file windows
Snmplistener.exe | The main program SNMPL.istener
TrapDb.* Trap/Alarm databases SNMPL.istener
Private.id Enterprises assigned ids EvantMan
Snmplog.txt Log file containing errors, etc... SNMPListener
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Getting Help

You can enable to SNMPListener logging system and all errors will be saved
into snmplog.txt in it’s directory. If you need help see “Contacting Atlantis
Software” in the “Trouble Shooting” section of this user guide.

New Features

SNMPListener v2.0 has several new features and concepts.
New database engine.

Database ODBC Compatible.

Database FoxPro compatible.

GUI support for modifying Trap information (the message).
Supports SNMP v1 and v2 MIB standards.

Tree View displaying of compiled MIBs

GUI support for modifying trap severities
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Performing the Installation

Installing SNMPListener

1. Run the setup program.

2. After answering the usual questions the setup will finally asked you
want modules you want to install. You will need at least one
service module and one application module. Make sure that you
have checked the SNMPListener module and any others you also
want to install, then click next.

3. Setup complete.

Uninstalling SNMPListener

To uninstall ANY NotificationWorks module, click on the “Remove Module”
from the Event Manager screen and just following the onscreen instructions.

NOTE: If the module is licensed then you will also need to remove the licenses,
which will create a file that you will need to email to
asinfo@atlantissoftware.com. This process will “unlock” that license account so
you can reuse it somewhere else. Full licensing instructions can be found at:
http://www.atlantissoftware.com/lichelp.shtml
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3
Configuring SNMPListener v2.0

Items to Configure

This section will explain how to start SNMPL.istener, compile and configure
SNMP MIBs and traps

1. Enable Microsoft’s SNMP service
2. Create a MIB collection

4. Compile MIBs

5. Customize Trap (alarm) messages
6. Configure other devices trap targets

Quick Start

The quick start will only describe those steps needed to get you up and running
as quick as possible. For a more in-depth description of the SNMPL.istener
controls see later in this section.

1 Starting SNMPListener v2.0:

1.1 By default SNMPListener will be started when Event Manager
(NotificationWorks) is launched. If this is disabled, select
SNMPListener from the service module list in event manager screen
and press the startup button.

2 Compile MIBs:

2.1 Create a subdirectory under the SNMPListener called MIBs then gather
all the MIBs that support the devices that you want to receive traps
from and copy them into this new directory.

Note: A good MIB resource is:
http://mww.mibCentral.com

2.2 From SNMPListener’s menu click Configure->Compile MIBs
NOTE: Any MIBs that are highlighted in red have failed to load and if
they contain traps then they should be fixed and recompiled.

3 Done.

As stated previously, this just provides only the necessary steps needed to get

SNMPListener up and running as quickly as possible. The rest of the guide goes
into great detail of each SNMPListener feature, which is divided, by sections.
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Compiler Dialog Screen

The “MIB Compiler” screen provides the ability to compile and see the results
of each compiled MIB.

1 MIB Compiler _)_il
Status | MIB Name / | File Mame Wer | Infg|WWamin..| Enors | Fatal | Traps [Annotated - |
Loaded 1 \1g's SNMP version 2or2 |IE ! o, 2 0O 0 o
Loaded IB

Loaded” Nntel-Cormmon-

Loaded | Not loaded due to fatal
Loaded LAMDesk

Loaded MPRAdapter-MIE  MPRADP.mib
Loaded Metll-AppManag... | appmgr.mib

Loaded MefwaredlOForts..  AIOMIB.MIB
Loaded Metwfare-CommEx.. CE.MIB

.<| PR v —— TSP

 Status
Total Alarms: 1212 Total Annotated: 1195 Total Failed 2 Dups Found:2 |

Done 53 of 53 MIBs Save |

Cancel

MIB Diirectaorny | IF:\Data'\mibs Display Enors

Figure 1
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This screen shows the results of a compile session from clicking the “Begin
Compile” button. This shows the results divided into 10 columns as well as
grand totals displayed below this grid in the Status section.

Rows displayed in red indicate a MIB with at least one fatal error and could not
be loaded. If that MIB does not contain the symbol TYPE-TYPE or
NOTIFICATION-TYPE AND is not trying to be imported by another MIB file
then just remove it from the MIB directory. Our SNMPL.stener is ONLY
concerned about traps/notifications, so if that MIB doesn’t contain any then
SNMPListener doesn’t need it as long as it is not also trying to be imported by
another MIB file.

Sorting

ALL of Atlantis Software products that show a grid can have it’s contents sorted
just by left clicking on the column name you want sorted. Clicking on the same
column name will reverse the sort order. The sort order will be indicated via an
up or down arrow shown next to the column name.
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Resizing

You can resize each column in the grid by placing the mouse pointer between
two columns and when the mouse pointer changes to: click and hold down
the left mouse button and drag the column left or right to adjust the column
width or double clicking the left mouse button will auto size the column to fit the
longest text in that column.

The dialog box can also be resized, just hold down the left mouse button on the
bottom right side of the dialog and drag it to the new size you would like.

Column Names

The column names and their meanings are:

 Status: This is the current status of that row’s MIB. During compiling
this will change based on what is happening at that moment.

* MIB Name: Shows the name of the MIB which is not necessarily the
name of it’s file. Some MIBs files will define more then just one
MIB

» MIB File: Shows the name of the file that defines the MIB. This file
name can appear more then once if that file defines more then
one MIB

 Ver: The version of the MIB, which currently can be 1 or 2

« Info: The number of problems found of severity Informational

* Warning: The number of problems found of severity Warning

 Errors: The number of problems found of severity Errors

« Fatal: The number of problems found of severity Fatal. A problem of

fatal severity will prevent the MIB from being loading.
» Traps: The number of alarms (traps/notifications) found in this MIB.
» Annotated: The number of alarms that have custom messages

Editing MIBs

You can edit the MIB in notepad just by double clicking on any MIB row. That
file will then be loaded into Microsoft’s NotePad.

Dup Found Button

The total duplicate MIBs found in the choosing MIB directory will be listed on
this button. Duplicate MIBs are those files that define that same MIB name even
through their file names may be different. Clicking on this button will cycle
through their names and locations. Duplicate MIBs will not be compiled,
meaning that the first occurrence will be but not the found duplicate.
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MIB Directory Button

Clicking this button brings up a file dialog that allows you to choose where you
have placed your MIB files. We recommend creating a subdirectory under the
SNMPListener directory called MIBs and copy all your MIB files into there.

Begin Compile Button

Clicking this button will start the compiler. Each row’s status field will be
updated with process information during the compile.

Save Button

Do not forget to click this Save button when you have completed your compiling
session. This will save the compiled information in to the alarms database and
will be used to process received SNMP alarms.

Also note that clicking this button will bring up a replace dialog. This will
provide you will the ability to select what to replace. This is a good option when
you have done a previous compile and have added custom messages to the
database and do not want them overwritten.

Display Errors Button

You can display any found MIB problems by selecting that MIB’s row
(highlighting it) then clicking the Display error button.
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MIB Manager Dialog Screen

This is where you are able to modify the alarm that is sent by “annotating” the
alarm message and it’s severity. The alarm description will be used instead for
any non-annotated alarms.

¥ MIB Manager x|
Find Quit
=23 iso (1) i MIE hlame | MIB File
BT ap signi RFC1157.mib
23 dod (8] | Infarmatio... warmStart A warmStart trap sig... 1.36... Internal RFC-12..
€3 intemet (1) Il Informatio... IkDown A linkDown trap sign... 1.36... RFC1157.mib RFCI
[N pan——— Informetio..._linkLp A linkUp trap signifie... 1.36.... Internal RFCA2..
" K K ] n autherticationFai... 1.36... Internal RFC-12
= E‘iam;:’:ﬁ:iaf ;/— Resize width of tree d|splay negphleighkorlos... 136... RFC1157mb RFC ..
LS ot @ _ dvinrpeighborLe... 1.36... DYMRP-VZ.. DVWRP..
o6 bz M . Iformetio_ TGRS0, A INIENSIGHRONDL . 135, DYMRP-V2. | DYWRP
. Generic Trap Faorwargnetl@... Informatio... neti@GenericT... The netlQGenericTra... 1.36... appmgrmib  Meti@-.
- 55 L CTRR I P Trap  From%81s Informatio... neti@Exdended.. The neti@ExtendedM.. 136... appmgrmib  MetiQ-
B private [4] | Memory: Shortt... %3d requkets . Criical OUIOTSHONTer ... The system falled on... 136, MMALARM... Nefwar .
B2 enteprises [ [ FleSys: File rea... Ervor readija f... Critical fleReaderDS... Error reading file dat... 136 MAALARM.. Nefwar
:OS RemoveHar.. 0% function\R... Cri 1.36.... PMAALARM.. Mefiviar..
O NLM unioad. . Error unloadi._Cr 136... MMSLARM.. Netiiar
| |05 Bodresrct.. S funetion Cr... o Annotated Alarm Message 1.36... MASLARM. . Netiiar .
_OS CresteProc...  Function Creat... Critical CrERErTSoRE. . B oyseminen ol 1.36... MAASLARM.. Metirsr ..
N — 2 705 cresteProc.. Function Crest... criical crestePrasiin.. The svstemtriento . 136... NAGLARM. . Netwar_ 2]
-~ Total Description:
! MIBs: 55 Annonted Traps: 1195 Selected 0IDs: 0 7Y
| Traps: 1204 Norernonated Traps: 8 Gelected Traps: 1 B

2|
This screen has two parts. The left side is the MIB tree showing the OID (Globa
naming object identifier) and the left, showing the alarms belonging to the
selected branch on the left.

You can click on any branch of the MIB tree and the alarm list will show all
alarms for the branch and below. This is a good way to see what alarms are
available to what company’s MIB you have currently compiled

Resizing

You can resize the left and right screens placing the mouse between both screens
and when the mouse pointer changes click and hold down the left mouse button
and drag it to the left or right to resize.

To resize the dialog box just do the same but on the outside edge of the dialog.
The alarm list columns can also be resized by clicking between the column
names. To resize the row to fit more then one line of text per row, click between
the rows and move the mouse up or down.

NOTE: if the column width becomes to wide you can resize it back to defaults
by double clicking between it’s name and the one next to it.

Searching for Alarms
You can locate alarms quickly by using the Find command from the menu.
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Customizing Alarms

This is perhaps the best feature. This allows you to change what the
SNMPListener will forward to NotificationWorks., i.e. Shown on you pager.
You can change the name of the alarm, which is what you use to schedule alarms
for instance in PageManager Pro. You can change the message it sends and the
severity, even the description, but we don’t recommend changing it.

To Change/Customize (Annotate) the Alarm:
Double click in the message field and enter the text you want to send. To imbed
a variable into the message, right click and the Variable List will appear. Select
the variable you want to insert and it WI|| mput the appropriate flags

: 0 _

¥ MIB Manager i x|
Find it
e Possible formats for the =
ER= B selected variable. [Trap Type .\ Descripion (0D [MIB Name  [ME File _:1
[ER] o‘rg (3 | Top ShOWS the Vanable linkUp ! AlinkUptr.. 136, Interral RFC-12..
B 23 dod (6) | althentica nauthen.. 136 Interrial RFC-12
B9 intemet[1] j Informatio... egpieighb... Anegphei.. 1.36... RFC1157.mik RFC1
Informatio... dwmrpilein... A\dvmrph, 1.36.... DVMRP-VZ.. DVWMRP...
Possible Variables for this alarm Informatin..._ dvinrphisiy DVIMRP-V2... DVMRP
... Informatio... netl@Gene... . @ppmgrmib Metla- ..
- EFPHINE
= r_vm;p _\Msmury. Shortt... %3d request dii ... MetWar...
1 5 dvrm | |FileSys: File rea... Error reading f =50 P ... Metar...
=a ot (2) |05 RemoveHar.. OS function R, noEXTrEviMessage ¥ .. Metvar...
£
= t_ifjlb-Z m |0 MLM unload. . Ervar unigsdin,  RgEXTHEvEIobID b seomranocas ALARM... Metifar...
Edenma (1)} |05 Bedresrct.. O function Gt ngExTrEtKSHame b 0 ALARM... Netvar
(=9 private (4] _J 08: CresteProc... Function Creat  MQESTIEVMCHame > HLARM... Netiar...
(23 enterpiises (1] |05: CresteProc... Fumction Crest  NOEXTEWObject b o DS BLARM... Netvar...
74F'\ Sys: File pre...  Error prevente... Minor filePreserv. Seiate il ALARM... Mebhar
<! I _[j —‘U‘Eﬁy — P Np — o T oAstiValueinHex o f ) o _:J
r~ Total 1 Warible description for: ngExTEwLongMesg
E MIBs 55 Annonted Traps: 1196 Selected OIDs: 0 ! [rdicates the Appilanager event (detaizd) message. =
| Traps: 1204 Mon-Annonated Traps B Selected Traps: 1 | =
4

For instance you could enter:

The server is down.
Let say that the selected alarm has a variable called serverName you could have
it imbedded into the message by putting the mouse between “server” and “is
then right click and the Variable List like the one shown above will appear, and
if serverName is one of the variables then select it then select the format, in this
case the “Text” format. The message will then look like:

The server %1s is down
When this alarm occurs the “%1s” will be replaced by the first variable (1),
which is our variable value for serverName.
NOTE: Don’t change the number manually. If you change the 1 in the above
example to a number higher then the available variables then unexpected results
could occur.
Make sure that you try to match the format to the variable’s purpose. For
instance in the above example using IP Address instead of Text would cause the
server name to be displayed in decimal with dots, i.e. 232.43.53.23 which is not
it’s IP address but it’s name in decimal form.
If when you right click on message field and no list appears then that means that
the selected alarm does not contain any variables.
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To Change the Severity
Select the alarm or multiple alarms then right click in the Severity column, then
select the new severity from the popup list.

To Change the Alarm Name
Double click in the Name field and enter what you want to name it.

o)
Main Dialog:

Changing Trap Source

SNMPListener can use two Ways to use as location where the alarm came from.
B SNMPListener v2.0 & ek I ] 1
Shut dawn | Configure  Help

Compile MIE
— Trapitla S E_ s I:‘
Customize Messages

Annotak
nnu:u_a © Trap Source Address » SHMP PDILI
Receiver
) Split Up Large Messages #  « Mebwork Transpe
Persbir: Log Errors k pa
Peaks- Log Found SMMP Traps  #
Perstin: 0] BVrser O
Tirne:
— Log File Status
Size: Ok Delete |
ARNNNEERNNNNEENNNENEREE 9 eval dayz remaining

1 is the SNMP PDU and that means it will use the source address field that is
part of the SNMP packet This is the default
2 is the Network Transport source address field.

Split Up Large Messages

On by default, this splits up alarms messages that are longer then 255 characters
into multiple alarms. If off then messages will be truncated to 255 in length.
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6

Trouble Shooting:

Contacting Atlantis Software

You can contact Atlantis Software at:

Atlantis Software

34740 Blackstone Way

Fremont, Ca. 94555-3209

Email: asinfo@atlantissoftware.com Fax: 510-796-8476 Voice: 510-796-2180
www.AtlantisSoftware.com
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